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Core

Core Plus

Advanced

Complete

Email Protection

Proofpoint Email Protection helps secure
and control your inbound & outbound
email. Gain granular control over email
security controls such as imposter email,
phishing, malware, spam, bulk mail and
more.

Threat Response
Auto Pull (TRAP)

TRAP empowers security teams with the
tools to analyse emails and move
malicious or unwanted emails to
quarantine after delivery. With TRAP, you
get a powerful solution that exponentially
reduces the time needed for your security
and messaging teams to clean up email

CLEAR (Closed-Loop
Email Analysis and
Response), Mailbox
Abuse

CLEAR empowers users to play an active
role in security by providing users with the
email reporting button. Reported emails
are automatically analysed and enriched
by Proofpoint. Security defenders can
then use TRAP to remediate at scale
based on reported mail.

Targeted Attack
Protection (TAP)

TAP URL Defense provides unique
predictive analysis that identifies and
sandboxes suspicious URLs based on
email traffic patterns. All URLs that reach
inboxes are transparently

rewritten.

People Risk Explorer

Gives security executives visibility into the
risk people pose to the rest of the
organisation using telemetry from
Proofpoint and third-party products.

Security Awareness
Training

Tailored cybersecurity education online
that's targeted to the vulnerabilities, roles
and competencies of your users providing
education in bite-sized chunks resulting in
sustainable habits.
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Product Description Core Core Plus Advanced Complete

Streamline DMARC implementation and
get visibility into supplier fraud. Protect
your brand from email fraud attacks and
mitigate the risk of inbound impostor | |
threats. Proofpoint authenticates all
emails delivered to and sent from your
organisation.

Email Fraud
Defence

Defend your supply chain against
phishing, malware and business email
compromise (BEC). Supplier Threat
Protection detects email patterns from
known senders to your organisation and
other Proofpoint customers that suggest
an account may have been compromised.

Supplier Threat
Protection

Proofpoint Secure Email Relay (SER) is a
hosted, multi-tenant solution. It puts you
Secure Email Relay in control of applications, devices and | | |
email providers that are sending email
using your organisation’s domains

Proofpoint Email DLP and Proofpoint

Email Data Loss Email Encryption give you increased
Prevention (DLP) control over your sensitive data, letting | |
and Encryption you better meet compliance

requirements.

Proofpoint’s Insider Threat Management
Email Exfiltration (ITM) protects against data loss and brand
Protection damage involving insiders acting
maliciously, negligently, or unknowingly.

Proofpoint Al uses relationship graphs,
deep content inspection and behavioral
analysis to understand typical employee
behavior. That means your organization’s | |
sensitive data is protected when the
wrong recipient is auto-filled, or
employees share the wrong attachment.

Email Mis-delivery
Protection

TAP remediates malicious mailbox rule
changes, abused third party apps

and data exfiltration across email and
cloud environments. Its graphical attack |
sequence timeline helps speed up
investigations of compromised accounts
and suspicious activities.

TAP Account
Takeover

Proofpoint Identity Threat Defence
Identity Threat provides discovery and remediation of
Defence identity vulnerabilities as well as agentless
deception-based detections and forensics.
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